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Top stories in this newsletter 

  THE LATEST APP... 

  ...AND HOW YOU CAN PROTECT YOURSELF.  

You already know that new apps are developed 

and marketed constantly. Did you know that one 

of the latest is a mobile application that allows 

anyone to create ransomware? To protect 

yourself, read our “7 Things You Should Do With 

Your Mobile Device ” also in this newsletter.  

 

TOP PHISHING SCAMS SEEN THIS MONTH 

Here are some of the latest phishing scams 

that fraudsters are currently using to get your 

information.  Fight the feeling - that irresistible 

urge to click that button!  
 

1. Charity Scams in the Wake of Hurricane 

Harvey  

2. Whaling Scams -  whaling is phishing, aimed at upper management.  

3. Subscription Confirmationéfrom a business/org you donõt remember 

signing up for.  

4. Emails from the IRS or FBI requiring you to send them information.  
 

For more Scam Alerts visit the Federal Trade Commission’s Consumer 

Information page at https://www.consumer.ftc.gov/scam-alerts. 

 

 NOW AVAILABLE...ON YOUR CISCO IP PHONE 

 The Department of Technology Services (DoTS) 

 now has a logo you can add as your Cisco 

 phone  background.  Simply tap the Settings 

 button on  your IP Phone, go to 1 -  User 

 Preferences , 2 -  Background Images , and you 

will see a selection of department logos/backgrounds to choose from. The 

DoTS logo is now available as a background.  You may also darken or 

brighten the screen for readability. Thanks Al Pedi, for making all of these 

backgrounds available to us! 

.. 

https://www.consumer.ftc.gov/scam-alerts


 

7 THINGS YOU SHOULD DO WITH YOUR MOBILE DEVICE 

For simplicity, we’ve listed 7 basic security steps you should take (and 

recommended by Stop.Think.Connect -  Homeland Security ) to protect 

yourself and your mobile device. 

 

1. Think Before You Connect .  Before you connect to any public WiFi 

hotspot, like on an airplane or in an airport, hotel, bus station, 

restaurant, be sure to confirm the name of the network and exact login 

procedures with appropriate staff to ensure that the network is 

legitimate. Using your mobile network connection is generally more 

secure than using a public WiFi network.  Use a VPN  for safer 

connecting. 

2. Guard Your Mobile Device .  In order to prevent theft, unauthorized 

access or loss of sensitive information, never leave your mobile 

devices—including any USB or external storage devices—unattended in 

a public place. While on travel, if you plan on leaving any devices in 

your hotel room, be sure those items are appropriately secured. 

3. Keep It Locked .  Use strong passwords and PINs to prevent others from 

accessing your device. Even if you only step away for a few minutes, 

that is enough time for someone to steal or destroy your information.  

4. Update Your Mobile Software . Treat your mobile device like your home 

or work computer. Keep your operating system software and apps 

updated, which will improve your device’s ability to defend against 

malware. 

5. Only Connect to the Internet if Needed . Disconnect your device from 

the Internet when you aren’t using it and make sure your device isn’t 

programmed to automatically connect to WiFi. The likelihood that 

attackers will target you becomes much higher if your device is always 

connected.   

6. Know Your Apps .  Be sure to thoroughly review the details, 

specifications and permissions of an application before you download 

it. Be aware that the app may request that you share your personal 

information and other permissions. Delete any apps that you are not 

using to increase your security.  

7. Add Antivirus/Anti -malware .  If you own an android, we recommend 

that you install and use an antivirus program. Make sure you research 

and choose one that will offer you features and options that work well 

for you.   
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 GREAT CHEATS FOUND IN OFFICE 2016 

 Nice to find cheats that make your work - at 

 home or at the office - a little easier, right?  

 Here are just a few of the multiple templates 

 (all set up for you!) offered in Office 2016  t h a t 

 will make you feel like you cheated!  They 

even have a template sampler that takes you through their most popular 

templates. 

 

 

 

 

 

  

 WHO KNEW...YOUõRE NOT SUPPOSED  

 TO PUT YOUR COMPUTER TOWER ON THE FLOOR?!   

 In Brown County, many desktop computers are being 

 switched out from the larger , tower-type  computers to 

 the smaller, slimmer hard drives.  Eventually, everyone  will 

 have the smaller, slimmer computer.  However, if you 

 have the larger, tower-type computers, don’t be 

 tempted to increase your desk space by moving the 

 tower to the floor.  Because of the air intake and exhaust 

 fans on these towers, sitting on the floor will increase the 

 amount of dust and carpet fibers that are flowing through 

 your computer.  Having your tower sitting on the floor 

 may reduce your computer’s response time and increase 

 problems  you  have  with  your  computer,  costing  your 

 department more money.   Improve circulation  for  your 

 computer, and any printers, by moving them off the  floor 

 and onto a desktop or tabletop.   
 

Department of Technology Services  

Neverman_AW@co.brown.wi.us 

111 S Jefferson St   Green Bay   WI 

 

The Department of Technology Services provides overall technology management to 

Brown County.  To learn more about all of the services DoTS offers to Brown County 

employees, please visit our website at www.employees.co.brown.wi.us  

Petty Cash Receipts/Log  

Back to School Planner  

Business Trip Planner 

Personal Expenses Calculator  

To Do List 

Certificates & Awards forms  

Business Cards  

Gift Certificates  

Budget Plans  

Employee Equipment Inventory  

Mileage Log & Expense Report  

Event Management  

Lending Library  

Vehicle Maintenance  

Wedding Budget  

Project Tracker/Planner  

òHaving your computer 

tower sitting on the floor 

may reduce your 

computerõs response 

time and increase 

problems you have with 

your computer...ó 

. 

https://www.employees.co.brown.wi.us/intranet_departments/?department=53ad2e7568c7

